The Blueprint for Trust

Deconstructing Data Center Reliability, Operations, and Compliance

World-class data centers are built on a foundation of
verifiable design, disciplined operations, and layered security.
This is the architecture of trust.
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Part 1: The Foundation - Design for Resilience

The Language of Reliability:
The Uptime Institute Tier Standard

The Uptime Institute’s Tier Classification is the global standard for data center
design and performance. It provides a common language to evaluate

the redundancy, fault tolerance, and expected availability of a facility’s

core infrastructure. Understanding the Tiers is the first step in assessing

a data center’s architectural resilience.
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The Tiers of Reliability: A Comparative Framework

Basic
Capacity

Basic infrastructure with a
single path for power and
cooling. No redundancy. Any
maintenance or failure
requires a full shutdown.

Akkurat Pro Regular
~99.671%

1

Redundant
Components

Adds N+1 redundant
components (power, cooling)
but still has a single
distribution path. Reduces
downtime from
component failures but still
requires shutdowns for
some maintenance.

Akkurat Pro Regular
~99.741%

111

Concurrently
Maintainable

Redundant components
AND multiple independent
distribution paths. Any
single component can be
taken offline for planned
maintenance without
impacting IT operations.

Akkurat Pro Regular
~99.982%

Fault
Tolerant

All systems are 2N+1
redundant and physically
isolated. Can sustain any

single unplanned equipment
failure without any impact
on operations. Includes
continuous cooling.

Akkurat Pro Regular
~99.995%
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From Theory to Practice: Defining a Resilient Architecture

Concurrent Maintainability (The Hallmark of Tier lll)

Definition
The ability to perform planned maintenance on any single component without
shutting down IT operations.

How it Works

Requires N+1 redundancy for all key systems and dual distribution paths. For
example, one UPS can be serviced while others carry the full load, ensuring zero
downtime for maintenance.

Key Benefit
Eliminates planned downtime, crucial for 24/7 business operations.

Fault Tolerance (The Standard for Tier IV)
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Definition
The ability to experience an unexpected failure of any single component and
continue operating without impact.

How it Works
Requires 2N or 2N+1 redundancy, with physically isolated duplicate systems.

If one power feed or cooling unit fails, its independent alternate instantly takes
OVer.

Key Benefit
Maximizes uptime for mission-critical services that cannot tolerate any
Interruption.

& NotebookLM



Part 2: The Heartbeat — The Discipline of Operational Excellence

A Great Blueprint is Only the Beginning

A resilient design is inert
without flawless execution.
Operational excellence is the
set of continuous, disciplined
practices that bring the
blueprint to life, validate its
performance under stress,
and ensure its integrity over
time. It is the active pulse of
areliable data center.
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Proving the Design: Integrated Systems Testing (IST)

IST is the final phase of commissioning that validates the entire
critical infrastructure working in concert.
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Component Failure Simulation:
Does the system seamlessly transfer to
redundant UPS modules or cooling units?

Utility Power Failure Simulation:

Do backup generators start and
carry the full IT load? System

Integration
()5 Validation - .
@) & -
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>  Full Load Bank Testing: Can the
facility sustain its maximum designed
load for an extended period?

Fire & Safety System Activation: <
Do fire detection systems alarm and
suppression systems prime correctly?

**Why It Matters**

IST is not component testing; it is system integration testing. It uncovers design flaws and integration issues before
Day 1, ensuring the facility can meet its uptime SLA under real-world failure conditions.
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Maintaining Readiness: A Regimen of Proactive Maintenance

Critical Power Systems
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Standard: NFPA 110: Standard for Emergency and Standby
Power Systems

Key Requirements:

e Monthly: Generators tested for 230 minutes at 230% of
their load capacity. This prevents ‘wet stacking’ and verifies
startup procedures.

 Every 36 Months: A full 4-hour run test for critical systems
to validate long-duration performance and fuel supply.

Standard: NFPA 70/70E: National Electrical Code & Safety

Key Requirements:

Ensures proper design to prevent electrical failures and
mandates safe work practices during maintenance to prevent
accidents that could cause outages.
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Critical Environmental Systems
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Standard: ASHRAE TC9.9 Thermal Guidelines

Key Requirements:
e Temperature: Maintain server inlet air between 18-27°C
(64-81°F).
* Humidity: Maintain appropriate humidity to prevent static
discharge or corrosion.

Why It Matters:

Operating within the ASHRAE envelope minimizes hardware
failure rates from overheating or environmental stress, directly
supporting infrastructure reliability and longevity.
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Part 3: The Armor - Verifiable Compliance & Security

Proving Trust Through
IndependentVbﬁﬁcaﬁonﬁv

Design and operational discipline
build internal confidence. However,
trust is ultimately proven through
external validation. A layered
armor of compliance certifications,
industry-specific audits, and robust
security measures provides verifiable
proof of a data center’s commitment
to protecting its customers’ assets.
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The Core Frameworks for Physical & Environmental Security
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27001

ISO/IEC 27001

Focus: An Information Security
Management System (ISMS).

Physical Controls (Annex A)

e Mandates secure perimeters,
controlled entry (badge/biometric),
CCTV monitoring, and protection of
supporting utilities (power, HVAC,
fire suppression).

SOC 2

Focus: Trust Services Criteria
(Security, Availability, etc.).

Physical Controls (CCé6.7)

e Requires documented and audited
logical and physical access controls
to verify their effectiveness. The
audit provides assurance on how a
provider restricts and monitors
facility access.

NS

SP 800-53

NIST SP 800-53

Focus: A comprehensive catalog of
security and privacy controls.

Physical Controls (PE Family)

e Provides highly granular controls
for access (PE-3), monitoring (PE-6),
emergency power (PE-11), fire
protection (PE-13), and
environmental conditions (PE-14/15).
Forms the basis for FedRAMP.
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Framework Alignment: How Security Controls Overlap

Facility Security Topic

ISO/IEC 27001:2013
Annex A

SOC 2 (Trust
Services Criteria)

NIST SP 800-53 Rev.5

Physical Access Control

A.11.1 - Secure Areas

CC6.7 - Logical &
physical access

PE-3, PE-6, PE-2

Environmental Utilities

A.11.2 - Equipment

A1.2 - Avalilability

PE-11, PE-12, PE-13,

Security protections PE-14, PE-15
Contingency/Resiliency A'goat?:j;?fss A1.2, A1.3,CC9.2 Ch Fag‘gﬂ gpq to

Key Takeaway

Implementing granular NIST controls for physical access (PE-3) and monitoring (PE-6) directly
helps satisfy the broader criteria of SOC 2 (CC6.7) and 1SO 27001 (A.11.1). This mapping enables
reciprocity, allowing organizations to leverage one set of controls to demonstrate compliance

across multiple regimes.
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Meeting Industry Mandates: Compliance for Regulated Data

Healthcare (HIPAA)

Requirement: The HIPAA Security Rule's Physical
Safeguards mandate limiting physical access to
systems housing electronic Protected Health
Information (ePHI).

Implementation: This translates to secured server
rooms/cages, badge or biometric access, 24/7
monitoring, and strict visitor sign-in and escort
procedures.

Verification: Often verified through HITRUST
certification or direct HIPAA audits.

Payment Card Industry (PCI DSS)

Requirement: PCI DSS v4.0 Requirement 9 imposes
strict controls to “[r]estrict physical access to
cardholder data.”

Implementation: Requires continuous CCTV
monitoring of the Cardholder Data Environment
(CDE), multi-factor authentication for sensitive
areas, logged visitor access, and prompt revocation
of access for terminated personnel.

Verification: Validated by a PCI Qualified Security
Assessor (QSA).
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The Physical Armor: Layered Defenses Against Threats

Multi-Layered Access Control Advanced Environmental Protection
Enterprise-class data centers employ a defense-in-depth security model.
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Fire Suppression: Clean-agent systems (e.g., FM-200, NOVEC 1230)
extinguish fires with gas, causing no water damage to sensitive
electronics. This preserves equipment and minimizes downtime.

e L7777

All access is logged and monitored by robust CCTV surveillance.
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The Integrated System of Trust
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Armor: Verifiable Compliance (1SO, SOC 2,PC)

True data center trust is not achieved by focusing on one area, but by integrating all three. A resilient design is validated by rigorous testing, sustained by disciplined
maintenance, and proven by independent audits. This integrated system is what allows a provider to confidently offer and meet stringent Service Level Agreements (SLAs).

A Tier lll design, proven through IST and operated under an ISO 27001 certified program, can
support a 99.982%+ uptime SLA, with financial credits as a remedy for failure.
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The Partnership for Trust: Shared Responsibility and Verifiable Proof

The Shared Responsibility Model

Provider Responsibility Customer Responsibility
(Securing the Facility) (Securing their Assets)
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Physical Building Security Securing their own IT equipment

(guards, mantraps, CCTV) (locking racks)

Power & Cooling Infrastructure Hardening their servers and

Fire Detection & Suppression applications

Perimeter Network Security Managing user access to their own
data and systems

Controls are audited via provider's Granting and revoking data center

S0C 2,1S0 27001 reports. access for their staff

Key Insight

Clarifying this split prevents security gaps and allows customers to inherit the
provider's certified controls, focusing their efforts where they matter most.

The Currency of Trust: Audit Evidence

Claims of reliability are meaningless without proof.

Types of Evidence
Auditors review extensive documentation to verify controls are effective, including:

* One-line electrical diagrams

» Preventative maintenance logs (generator tests, UPS checks)
» Physical access logs and CCTV records

+ Incident reports and root-cause analyses

» Third-party attestation reports (SOC 2, ISO 27001)

Conclusion

This body of evidence is the ultimate deliverable, demonstrating that the data

center is not just designed for trust, but operates to earn it every day.
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